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[The three main issues to emerge were: the need for harmonisation generally; the importance of the involvement of users; the search for appropriate balance between Privacy and Freedom of Expression.]

The Moderator began by making the point about the need to focus ideas and questions towards governance issues and the Internet Governance Forum discussion.
Presentations:
The main topic of the first speaker, Erick Iriarte, was the need for regional normative harmonisation, and this concern was echoed through the subsequent presentations. He spoke of the progress which has been achieved in the Latin America and Caribbean (LAC) region and also reminded us of the personal impact of privacy issues. He introduced another topic which was to be repeated by other speakers – the importance of the individual user, and that the training of stakeholders is more urgently needed than data protection itself.
The second speaker, Lina Ornelas, considered the change from the previous passive view of privacy as control of interference by the state, to the current active approach where the user is personally involved in the protection of his/her privacy. She reminded us of the diversity of cultures and perspectives of privacy on the Internet which will have to be addressed in creating globally acceptable policies. There was also reference to the need for harmonisation.
The third speaker, Carlos Gregorio, paid particular attention to privacy issues concerning social networks and e-government. He pointed to examples of companies deliberately moving beyond jurisdiction. He was particularly concerned about the locus of responsibility between the company and the individual, and the difficulty where protection of one’s privacy necessarily involves an expensive lawsuit. He suggested the importance of the user being given design tools to enable the protection of privacy, another issue which was raised several times during the panel, and pointed to potential clashes between privacy and inclusion. Once again harmonisation was a thread, of traditional rights and responsibilities, of law and reality, and of design.
The focus of the final speaker, Ivo Correia, returned to the importance of the interests of the user in policy discussions. Previously, regulation protected data for people. Now social networks mean that users expose personal data that more people have access to and can use. Users need information about the implications of what they are doing, offered in simple language. Diversity makes it essential that users be educated/empowered to make informed choices. He repeated Carlos’ call for tools that would allow users to create their own privacy. He advocated privacy protection by design, but reminded us that huge privacy difficulties can arise unexpectedly from tiny personal projects. He also pointed to problems of jurisdiction where data is stored in another country.
The moderator asked the panel to consider that the Internet does not forget so that there is essentially no privacy, and asked for suggestions of what to do if no one model works for everyone.

Erick suggested that there is no privacy in Latin America as the concept is not part of the legal tradition. Behaviour is based on personal respect and local custom. Using the example of the achievement of the Montevideo Memorandum http://www.iijusticia.org/Memo.htm he suggested the value of regional dialogue in creating harmonised policy. There is a need to translate public policy into law, and a need for political decision. However there is also a need for self-regulation. Lina considered the concept of governance and the place of the state in Internet space. She used a particularly interesting analogy of the labelling of food in the context of genetically modified crops – goods might be labelled “Contains genetically modified material” or “Free from genetically modified material” depending on the general attitude towards genetically modified material. Privacy and Freedom of Expression belong to a similar continuum – attitudes will depend on which aspect is considered more important. There is a need to preserve a balance between privacy protection and free expression.

Gregorio gave examples in support of Lina’s arguments of the potential clash between privacy and freedom of expression. Ivo spoke of the need for global standards and local strategies. Diverse stakeholders should be empowered, but there must be harmonisation among multi-stakeholders. There is an urgent need for dialogue, and the consideration of different models.
Audience comment: 

1. - In the context of violence against women –  that private spaces must be defended but the Internet is also a powerful voice for victims as the Internet “breaks the silence”. Panel responses supported the use of the Internet to fight exploitation. However, there is also a need for protection. The point was made about users that “no one knows what they’re doing”, a point that recurred through the session

2. -  The need for recommendations from regional forums to drive harmonisation projects, a slow but useful process. There is a need for the regulation of conduct rather than of  technology.

3. - There is a need to consider enforcement where regulations are agreed.
4.  – The case of criminals continuing to be “punished” after they have “paid their debt to society” was considered, particularly as regards paedophiles.
5. – The situation of workers and the possibility of online background checks  requires particular attention.

6. – The danger of perceiving technology as natural rather than man-made, because it is opaque to society; the possibility of audit control mechanisms or audit code was suggested.

7. – The issue of multinationals, global operations and jurisdiction was stated again.
8. - The constitution of Brazil includes an article that specifically prohibits anonymity, in direct contrast to the efforts to protect privacy. Clarification was provided from the floor that this refers to anonymity of those making statements – expression is free but must not be anonymous. However several speakers commented on the need, in certain cases, for anonymity to protect privacy and enable expression.
9. - One way to achieve harmonization for global governance is to agree on principles rather than regulations and specific guidelines. This allows for adaptation to regional and cultural differences, and for different models.
10. – Cloud-computing has potential privacy issues which should be considered.
Final comments: 
The panel reminded us of the need for safer designs to protect fundamental rights; a planned initiative in Madrid to create a global model of standards for privacy protection; the importance of users and the need that they defend their rights; and the importance of user feedback and of intergovernmental collaboration.

Finally the members of the panel would like to thank LACNIC, NUPEF-RITS and the APC for providing us with the opportunity to be part of this discussion.
Deirdre Williams

Rapporteur
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